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[NEKABPb 2024

YXecToYyeHne OTBETCTBEHHOCTU B 00/1aCTU NePCOHaNbHbIX
[aHHbIX: 000pPOTHLIe WTpadhbl U cneunanbHaa cTaTbsl B
YronoBHoM Koaekce PO

30 Hos16psA 2024 r. onyOGNMKOBaHbI 3aKOHbI, CYLLECTBEHHO YBENIMYMBaIOLLME OTBETCTBEHHOCTD B cchepe
06paboTKM NepCoHanbHbIX AaHHbIX.

060poTHbIe WwTpadbl U HOBbIE COCTaBbI NPaBOHAPYLLEHUN
[epBbIi 3aKOH! KacaeTcst aAMUHUCTPATUBHOWN OTBETCTBEHHOCTMU.

BeoasiTtcs 3HauuTenbHble WTpadbl 3a AeicTeus (besneiicTane) onepatopa, MOBMEKIUME HEMPABOMEPHYHO
nepegavy (npegocTaBnieHne, pacnpocTpaHeHue, OOCTYN) WHGOpPMaLMK, BKMHOYatOLEeh nepcoHanbHble
[aHHble (Tak Ha3blBaeMyto «yTeuKy»)2.

Paamep LTpaca 3aBMCHT OT YMCra NOCTPaZaBLLMX CyObEKTOB, KONMYECTBA W YYBCTBUTENBHOCTY «YTEKLUINX»
[aHHbIX. [1Ns KOMNAHUIA OH MOXET COCTABUT:

e 0T 3 MnH 70 5 MnH pyo., ecnn yTeuka kocHeTes oT 1 Tbic. A0 10 Tbic. cybbekToB (n/unm ot 10 Thic.
po 100 Tbic. MoeHTUMKaTopoB?);

e 0T 5mnH 1o 10 mnH py6., ecnm noctpagatot ot 10 Thic. 4o 100 Thic. cybbekToB (u/umm ot 100 ThiC.
[0 1 MIH uaeHTUdKaTopoB);

o 0710 MnH 10 15 MnH py6. Ans vHUMaeHTa B oTHoLeHMK cablwe 100 Tbic. cybbekToB (u/mnm bonee
1 MIAH ugeHTMMKaTOpPOB) WM 3@ YTeUKy WHGopMauuK, BKIIOYAIOWEN CheunanbHylo  KaTeropuio
NepCOHarnbHbIX AaHHbIX (Hanpumep, O COCTOSHUM 300POBbS);

e 0715 MnH 10 20 MnH pyb6. 3a yTeUKy BUOMETPUYECKUX NEPCOHAbHBIX JaHHbIX.

3a noBTOpHOE HapylweHue wTpad coctasut oT 1% Ao 3% OT COBOKYNHOro pasmepa BbIpy4ku* 3a
KaneH4apHbIA rof, NpeaWwecTBYOLWA rofy, B KOTOPOM BbISBNEHO NpaBOHapyLUeHWe, HO He MeHee 20 MIH
py6. (25 mnH py6. npu yTeuke ChneLuanbHOM KaTeropum NepcoHarnbHbIX AaHHLIX MW GUOMETPUYECKMX
nepcoHanbHbIX JaHHbIX) 1 He 6onee 500 mnH pyo6.

3a NoBTOpPHbIE NPaBOHapYLLEHMS MOXeT BbITb HasHayeHo Bonee Markoe Hakasawue (B pasmepe ot 15 MiH
py0. 4o 50 MnH py6.) Npu OLHOBPEMEHHOM HANWYMK CREayoWMX CMArvatoLwmx 0bCToATeNbCTB 40 MOMEHTa
BbIHECEHWS NOCTAHOBIEHWUS O HANOXeHUM LWTpada:

1 ®epnepanbHbIit 3akoH ot 30.11.2024 Ne 420-03 «O BHeceHumn nameHeHuit B Kopeke Poccuiickoit denepauyi 06 agMUHUCTPATUBHBIX
NpaBOHaPYLLEHUSIX».

2 Hosble yactn 12—18 cT1. 13.11 KoAN P®.

3TNoa MoeHTUMKaTOPOM NOHUMAETCS YHUKaNbHOE 0603HaYeHIEe CBEAEHNI O (DUIMYECKOM NULE, COfepKalLeecs B MH(OPMaLMOHHOM
cUCTEME NEepCoHanbHBIX AaHHBIX ONepaTopa U OTHOCSLYEECs K TakoMy nuLy (BO3MOXHO, K Takum 0603HauYeHusM ByayT OTHOCUTB,
Hanpumep, ceputo 1 Homep nacnopta, CHAJIC, UHH).

4 Ecnn komMnaHus He OcyLLEeCTBNsNa AeSTENbHOCTb N0 peanu3aLyuy ToBapoB (paboT, ycryr) B NpeaLlecTBYHOLEM KaneHaapHOM rofy,
TO ANA pacyeTa wWTpadha MCronb3yeTcs pasvep BbIPYYKM 3@ 4YacTb KaneHAApHOro roga, B KOTOPOM 6bino  BbISBMEHO
aMVHUCTPaTVBHOE NMPaBOHAPYLLEHWE, NPEALECTBYOLIAs JaTe BbISBIEHUS HApYLLEHWS.

[nsa KpeauTHbIX OpraHM3auuii cymma wrpada onpegensieTcs, UCXoas M3 pa3Mepa COBCTBEHHbIX CpeACTB (kanuTanma) Ha aaty
COBEPLUEHNS] aAMUHUCTPATUBHOTO NMPABOHAPYLLEHWS.
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e B TEYEHWEe Tpex NeT, NpeaWwecTBYOLMX roay BbISBMEHUS NPaBOHAPYLUEHWS, ONepaTop eXerogHo HeC pacxoAbl Ha
MeponpuaTus no obecneyeHmnio MHopmaLmoHHo BesonacHocTh® B pasmepe He MeHee 0,1% rofoBoro COBOKYMHOro pasmepa
BbIpYYKME;

e onepartop cobntogan TpeboBaHus K 3aLLUTe NEPCOHaNbHbIX JaHHbIX NPy UX 06paboTke B MHGOPMALMOHHbIX CUCTEMAX
NepPCOHasbHbIX JaHHbIX MPW YCHOBUM [OKYMEHTANbHOrO MOATBEPXKAEHUS YKa3aHHOrO (hakTa, NPOBEAEHHOro B TeyeHne 12
MECSILIEB, NPEALIECTBYIOLLMX MOMEHTY BbISIBNEHWS aAMUHUCTPATUBHOTO NPaBOHAPYLLEHNS;

e OTCYTCTBYIOT 0OCTOSTENbCTBA, OTArYatoLlMe OTBETCTBEHHOCTb, @ MMEHHO: OmepaTop MpekpaTun MpoTMBONPABHOE
MOBEAIEHME W HAa MOMEHT COBEpLUEHIS NPaBOHAPYLUEHWS HE CYMTanCst (M He CYMTAEeTCs Ha MOMEHT BbIHECEHHSI MOCTAHOBMEHMS
no Aeny) NuLOM, NOLABEPrHYTbIM afMUHUCTPATUBHOMY HaKa3aHWIO 3a COBEpLUEHWE afMUHUCTPATUBHBIX NPaBOHAPYLLEHNI B
obnacTu nepcoHarnbHbIX AaHHbIX'.

Kpome 9TOro, 3aKOH BBOOUT AONONIHUTEeNbHbIE OTAEIIbHbIE COCTaBbI npaBOHapymeHMﬁ, B TOM Yucne:

e 32 HeyBeaoOMIEHWe (HECBOEBPEMEHHOE yBeaomreHne) PockoMHaz3opa O HamMepeHun ocylecTensTb 0bpaboTky
MepcoHanbHbIX AaHHbIX MM O (DaKTe HEMpPaBOMEPHOW WM CRYYalHOM YTEYKM MEepCOHaNbHbIX AaHHbIX (WTpad Ans
opranmsaumii go 300 Tbic. py6. 1 40 3 MIH py6. COOTBETCTBEHHO);

e 33 HapyleHue nopsiaka 06paboTkm BUOMETPUYECKNX NEPCOHATBHBIX AaHHBIX B e4NHON BUOMETPUYECKON CUCTEME
(«EBCy), bromeTpuueckux nepcoHarnbHbIX AaHHbIX, BekTopoB EBC B MHGhOpMaLMOHHBIX CUCTEMAX rOCY4apCTBEHHBIX OpraHoB,
LB P®, opraHusaumit, NpoLLeALIMX aKKPeaWUTaLMIO M OCYLLECTBASIOWMX ayTEHTU(MKALMIO Ha OCHOBE OMOMETPUYECKMX
nepcoHarbHbIX AaHHbIX, MMB0 TpeBoBaHN K MHPOPMALMOHHBIM TEXHOMOTMAM 1 TEXHUYECKUM CPEACTBaM, NpeaHa3HauYeHHbIM
ans 06pabotkm GuoMETPUYECKMX NEPCOHanbHbIX AaHHbIX, BekTopoB EBC B Lensx npoBeaeHus naeHTudukaumm u (Mnum)
ayTeHTUMKaLmm (WTpad) Ans opraHuaauyui 4o 1 MiH pyb.);

® 32 HeNpUHATWE OpraHU3aLUMOHHbIX M TeXHW4Yeckux Mep no obecneyeHnto BesonacHocT BUOMETPUYECKMX
nepcoHarbHbIX AaHHbIX Npu ux obpaboTke B EBC, ee B3aumogeicTaum ¢ MHbIMM MHGOPMALMOHHBIMK cucteMamu oo npu
nx obpaboTke B MH(OPMALMOHHBIX cucTeMax, obecrneunBalowmx ayTeHTUPUKALMIO C UCMONb30BaHNEM BUOMETPUYECKNX
MepCoHanbHbIX JaHHbIX HA OCHOBE TaKWX AaHHbIX (LiTpad) Ans opraHusauuin 4o 1,5 mnH py6.);

e 3a 00paboTky GromeTpuyeckux NepcoHanbHbIX AaHHbIX, BekTopoB EBC ans ayTteHTMdmkaymm dusnyeckmx nuy B
MH(OPMALMOHHBIX CUCTEMAX rOCYAapCTBEHHbIX OPraHoB, OpraHM3aumin, nHdopmaumoHHo cucteme LB PO 6e3 akkpeauTaumm
nnbo B cryyae, ecnv akkpeauTaLumus NpuocTaHoBMEHa Uk NpekpaLleHa (lWtpad Ans opraHusauuin 4o 2 MiH pyb.).

3akoH BcTynaet B cuny no uctedeHun 180 aHer nocne ero oguumansHoro onybrmkoBaHms.
HoBble cocTaBbl npecTynneHnin

Bropoit 3akoH® BBoauT B YK PO cTaThio 272.1, ycTaHaBNMBAIOLLYO HOBbIE COCTaBbI NPECTYNNEHWIA:

e HEe3aKOHHble MCronb3oBaHWe W/unu nepegada (pacnpocTpaHeHue, NpeaocTaBneHne, 4ocTyn), cbop nvnu xpaHeHne
KOMMbIOTEPHON MHPOPMALIK, COAEPXaLLen NepcoHarbHbIE AaHHbIE, NOMyYEHHOM He3aKOHHbIM nyTeM. HakasaHue (C yyeTom
oTsArvatoLymx oberoaTenscTs) - 40 10 net nuweHus ceo6oAbI Co WTpacom 4o 3 MIH py6. (v B pasmepe 3apaboTHOM nnaThl
W MHOTO A0X0AA OCY)XAEHHOr0 3a Nepuog A0 4 neT); BO3MOXHO NULLIEHWE NpaBa 3aHNMaTb onpegeneHHble JOMKHOCTY U
3aHUMaTbCS ONpeaeneHHoN AeATENbHOCTLI 40 5 neT;

e cosgaHue n/mnu obecneyeHne PyHKLMOHMPOBAHNS MHEOPMALIMOHHbIX PECYPCOB (HanpuMep, CanTa B CeTU VIHTEpHET,
WH(OPMALMOHHON  CUCTEMbI, MPOrpamMMbl), 3aBe4OMO NMpefHa3HaYeHHbIX ANS  HEe3aKOHHOro XpaHeHws, nepegayn
(pacnpocTpaHeHns, npegoCTaBNEHWs, AOCTYyNa) KOMMLIOTEPHON WHGOPMAaLMK, COAEPKALLEn NepcoHanbHble AaHHble,
NONy4eHHON He3aKoHHbIM NyTeM. HakasaHwe - 4o 5 net nuweHus ceoboabi co Wwrpadom B pasmepe fo 700 Tbic. py6. (unm

5 311 meponpusTUs onepaTop MOXET NPOBECTU CAMOCTOSITENLHO NGO C NPUBNIEYEHNEM CTOPOHHEN opraHu3aLun. OpHako B 06oux cryyasx Heobxoauma
NMLEH3MNS, NPeayCMOTPEHHAs MyHKTOM 1 nnm 5 yactn 1 cTatbi 12 ®egepanbHoro 3akoHa oT 4 mas 2011 roga Ne 99-03 «O nuueH3MpoBaHUM OTAENbHbIX
BUOOB JEATENBHOCTNY.

6 [Ins kpeauTHbIX opraHu3aumii He meHee 0,1% OT pasmepa COBCTBEHHbIX CPEACTB (kanuTana).

7 3a coBepLUEHWE aiMUHUCTPATUBHBIX MPABOHAPYLLEHWIA, NPeayCMOTPEHHbIX YacTamm 1 - 11 ctatbn 13.11 v (unu) ctatbsimu 13.6, 13.12 KoAN PO.

8 depepanbHbii 3akoH 0T 30.11.2024 No 421-03 «O BHeCEHUN N3MEHeHIA B YTONOBHbI kofeke Poccuiickoit Geaepaummy.
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WHOTO [10X0Aa OCYXAEHHOro 3a NMepuoA 4O 2 NeT); BO3MOXHO fULIEHWe NpaBa 3aHUMaTb OMpefeneHHble JOMKHOCTY UM
3aHUMATbLCS OMPEAENEHHON AeATENbHOCTbIO 0 2 NET.

PEKOMEHAALUMK:

v" TpoBepuTb G13HEC-NPOLECCHI U MH(OPMALIMOHHBIE CUCTEMbI Ha NpeaMeT cobntoaeHns TpeboBaHWi 3aKoHO4ATEeNbLCTBA O
nepcoHarbHbIX AaHHbIX, B YaCTHOCTM, HanM4mue 3aKOHHO Lieny cbopa AaHHbIX, Haanexalmx cornacuil Ha ux obpaboTky.

v’ YbeauTbCsi, YTO B OpraHu3auuM BbIMOMHSOTCA HEoOXoauMble MeponpusTUS no obecneyeHnio MHGOPMaLMOHHOM
Be3onacHOCTM C y4eTOM aKTyanbHbIX PUCKOB, B T.M. PUCKOB yTeuyek. [lpuHATb Mepbl K MUHAMM3ALMM PUCKOB.
MpeoycmoTpeTh B GlomkeTe COOTBETCTBYHOLLME pacxoab!.

v" poBepuTb 1 Npu HEOBXOAMMOCTM 0BHOBUTL NakeT [OKYMEHTOB, NOATBEPXKAAIOLMX COOMoAeHNe TpeboBaHNM K 3aliuTe
nepcoHanbHbIX AaHHbIX Npy 1x 06paboTke.

KoHTakThbl

EneHa AraeBa

[NapTHep, pyKOBOAUTENb NPAKTUKM
3alLNTbl NepCoHarbHbIX AaHHbIX
elena_agaeva@epam.ru

[aHHbIN MaTepuan MoOAroTOBMEH WCKMIOUYUTENBHO B MHGOPMALMOHHBLIX u/unu 06pa3oBaTenbHbIX LENSX W He SBMSIETCS tOpUANYECKON
KoHcynbTauuen unu saknodeHnem. Ab EMAM, ero pykoBOACTBO, aZBoKaTbl W COTPYOHWKM He MOTrYT rapaHTupoBaTb MPUMEHUMOCTb Takow
WHopmaLmm ans Bawmx Lenen n He HECYT OTBETCTBEHHOCTW 3a Balum pelleHns 1 CBA3aHHbIE C HUMU BO3MOXHbIE MPSIMbIE UM KOCBEHHbIE
notepu u/mnu yuiep6, BO3HUKLLME B pe3ynbTaTe UCMOMb30BaHNS COLepXalleiics B AaHHbIX MaTepuanax nHopmaLmm unm kakoi-nubo ee yactu.

YnpaBneHue nognucKon

Bbl nony4mnn aty |/|H0bop|\/|au|/|+o, TaK KaK aHHaa TeMaTuka MOXET NpeacTaBnAaTb A4 BaCc MHTEPEC. Ecnm [aHHaA VIHCbOpMaL[I/Iﬂ Obina HanpasneHa
BaMm no OLLII/I6K€, NPUHOCKUM HaLlW N3BUHEHNA N NPOCUM HanpaBUTb OTKa3 OT PACCbITKK.

YTobbl OTKasaTbes OT nonyyenus paccoinok Ab EMAM, noxanyicra, oTBeTbTe Ha 310 nucbMo ¢ Temoit Unsubscribe. [Ins BknioYeHns HOBOTO
afgpecata B YMCIO nofnyyaTenien pacchiiiku HeobXoAMMO OTBETUTL Ha 3TO NMCbMO C TeMol Subscribe.
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